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ABSTRACT

As the cloud computing market grows, a variety of cloud services are now reliably delivered. Administrative agencies and
public institutions of South Korea are transferring all their information systems to cloud systems. It is essential to develop
security solutions in advance in order to safely operate cloud services, as protecting cloud services from misuse and
malicious access by insiders and outsiders over the Internet is challenging. In this paper, we propose a zero trust model for
cloud storage services that store sensitive data. We then verify the effectiveness of the proposed model by operating a cloud
storage service. Memory, web, and network forensics are also performed to track access and usage of cloud users depending
on the adoption of the zero trust model. As a cloud storage service, we use Amazon S3(Simple Storage Service) and deploy
zero trust techniques such as access control lists and key management systems. In order to consider the different types of
access to S3, furthermore, we generate service requests inside and outsidle AWS(Amazon Web Services) and then analyze
the results of the zero trust techniques depending on the location of the service request.
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Connection: Keep-Alive
Content-Type: text/html; charset=UTF-8

<!DOCTYPE html>

<html>
<head>
<meta charset="utf-8">
<title>DU-Cloud Forensic</title>
</head>
<body>

<h1 style="text-align:center;">DU-Cloud Forensic</hl>

<table border="1" style="margin-left: auto; margin-right: auto;">
<ha style="text-align:Center;">......oouee veereenns </ha>
<tr>
<td style="text-align:center;"><a href="/con_s3.php?
id=Cloud_Forensic.txt">KMS-2</a></td>
</tr>
<tr>
<td style="text-align:center;”><a href="/con_s3.php?
id=Cloud_KMS. txt">KMS-384</a></td>
</tr>
</table>
<td>

</body>
</html>

Fig. 7. Payload of a HTTP packet

GET /con_s3.php?id=Cloud_Forensic.txt HTTP/1.1

Host: 34.236.192.124

Connection: keep-alive

Upgrade-Tnsecure-Requests: 1

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML
like Gecko) Chrome/108.0.0.0 Safari/537.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/avif,image/
webp, image/apng,*/*;q=0.8,application/signed-exchange;v=b3;q=0.9

Referer: http://34.236.192.124/

Accept-Encoding: gzip, deflate

Accept-Language: ko-KR,ko0;g=0.9,en-US;q=0.8,en;q=0.7,ja;q=0.6

HTTP/1.1 200 OK

Date: Sun, @8 Jan 2023 10:06:04 GMT

Server: Apache/2.4.37 (Red Hat Enterprise Linux) OpenssL/1.1.1k
X-Powered-By: PHP/7.2.24

Content-Disposition: attachment; filename="Cloud_Forensic.txt"
Cache-Control: max-age=@

Content-Length: @

Keep-Alive: timeout=5, max=100

Connection: Keep-Alive

Content-Type: application/octet-stream

Fig. 8. Analysis Result of HTTP Packet
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